Intel AMT /ME

Meet Intel's hardware backdoor
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UH? booting a brand new laptop
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One day | pressed Ctrl+p




WTF?

disklamer

WTF - Intel Active Management Technology

" sk

casek@uberwall.org (V00d0O Oxfdd) Intel AMT/ME Dec 10th-12th, 2013 4 /38



Features at a glance

Features

Use cases
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Anything new?
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Not really, see IPMI for instance
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Anything new?

Not a server technology, more desktop oriented
Not supported byt any other vendor than Intel, marketing takeover
Real full featured remote management plateform, with L4 stack

The major third party software management vendors including Altiris,
Cisco, CA, LANDesk and Microsoft have all integrated AMT support

HP iLO, Integrated Lights-Out. HP’s own IPMI implementation
Dell Remote Access Controller, DRAC. Also based on IPMI
IBM Remote Supervisor Adapter, RSA. Optional interface card
Sun System Service Processor, SSP

And more.. DMTF(will speak about it latter)




Nothing really new - Industry & Academy

"We show how malware can bypass the AMT's dedicated memory
protection, and consequently compromise the AMT code executing on the
chipset. Additionally we discuss tricks we used for reverse engineering the
AMT code, that were needed in order to create meaningful rootkits that
can have access to the host memory”

" At the Black Hat conference in USA, Alexander Tereshkin and Rafal
Wojtczuk presented a ring -3 rootkit[10]. They describe ring -3 rootkit as
a backdoor that abuses the Intel AMT technology and could potentially
bypass the dedicated memory protection of AMT and compromise the
AMT code executed on the chipset. They introduced an attack vector
that assumes to be performed locally in order to be successful; whereas in
this thesis our attack vectors can be accomplished remotely.”




Nothing really new - Industry & Academy

"But what if a bad guy could impersonate the security administrator and
Own your computer at a distance?”

"have recently started looking at the security of this control connection
with some US colleagues and we already have a few ideas about where to
look. You will be involved in probing for vulnerabilities and possible
attacks. The work may involve fuzzying and reverse engineering.”

" A high risk / high reward project for a low level hacker. High risk because
you might not find any vulnerability worth exploiting; high reward because,
if you do a great job, you might end up as coauthor on our paper.”




Nothing really new - Industry & Academy + Community

2012 Ruxconbreakpoint - Breakpoint%202012%20Skochinsky.pdf

http://www.stewin.org/slides/44con_2013-dedicated_hw_malware-
stewin_bystrov.pdf

http://www.stewin.org/papers/dimvapl5-stewin.pdf

Persistent, Stealthy, Remote-controlled Dedicated Hardware Malware
https://events.ccc.de/congress/2013/Fahrplan/events/5380.html

About reversing ME firmware(s), developping OSS alternatives
Probably means vulndev at some point (fw are signed)

Not only on AMT but also IPT (ldentity Protection Technology)
Check http://me.bios.io/Main_Page

Join ##MEre @freenode




Past future.. Intel aquires McAfee - DeepSafe

[http://www.mcafee.com/us/solutions/mcafee-intel-hardware-assisted-
security/hardware-assisted-security.aspx]

M) P
UMcAfee ... o | e [ -

McAfee Labs Products & Solutions Senvices Support Partners Community

Business Home » Products & Solutions » Business Solutions =&

McAfee and Intel Hardware-Assisted
Security

Transforming the security industry

Chat with Mcafee

The combination of McAfee and Intel brings fresh innovation to secure the
future of computing and the Internet. With the launch of the 3rd Generation
Demos / Tutorials Intel® Core ™ vPro™ processors, Mchfee continues to take security beyond

the operating system, delivering an advanced level of protection against
targeted attacks and an entirely new way to manage security at the hardware
level

Key Benefits

Products

News / Events

Fe— Emerging stealthy and targeted attacks place organizations at higher risk of
intrusion, theft of corparate assets, noncompliance with regulations, and
data loss. To defend against these new threat vectors, Mcafee has introduced
two products, Mcafee Deep Defender and Mcafee ePO Deep Command, that
leverage the power of Intel® vPro™ Technolagy to extend client security
beyond the operating system. Deep Defender uses McAfee DecpSAFE
technology. Jointly developed by McAfee and Intel, to detect and block stealthy
attacks like no other security solution. Mcafee ePO Deep Command provides,
 new approach to security management by working with Intel® Active
Management Technology (&MT) to enable an advanced level of control over
PCs. Both Deep Defender and PO Deep Command are available as an
extension to the Security Connected framework from Mcafee.
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Configuration modes

one touch

zero touch

"csk” casek@uberwall.org (V00d0O Oxfdd) Intel AMT/ME Dec 10th-12th, 2013 12 / 38



ZeroCool.. Touch / Bare Metal remote provisioning

Limitations

How does it work

Certificates?
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Provisioning models

Basic (no encryption) | Standard (no encryption) Advanced (encryption)
SMB Mode Enterprise mode (no TLS) Enterprise mode (TLS)

DHCP or Static IP DNS and DHCP DNS an
HTTP d HTTP

Models
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The password story (as always)
Beside the initial password "admin”
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Connecting people

Then?

Once again

Client Initiated Remote Access, CIRA, E.T. call home
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Scanning for AMT

Ports in use

And sometimes

Passively
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Let’s scan the thing

Small enterprise provision model
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Let’s scan the thing

Enterprise provision model
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From inside, as expected

v

C:\Windows\system32\cmd.exx

Connoction-specific DNS Suffix Fritz.hox
IPu4 Addr 192.168.66.29
Subnet Mask -

Default Gateway -

Mozilla
Fiefox | [Ethernet adapter UMuare Network Adapter UMneti:

Connection-specific DNS Suffix

Link-local 1Py6 oo 080=:c9h: 86d:dBPP:654F %16
IPu4 Address. . - . . . . oaoiEe Ry

Subnet Mask - 255.255.255.0

Default Gateway -

Ethernet adapter UMuare Netuork Adapter UMnet8:

Connection-specific DNS Suffix . :

IPu4 Address. . . . - 192.168
Subnet Mask P 255.255.255.0
Default Gateway - - - - - . -

Link-local 1Py6 Address . . - £e80::241h:£238 :Fhh6 froco Lo d ddress

Tunnel adapter icatap.fritz_hox:

Media State . . . . . . . . .

Build
This copy of Windows is not genuine

605PM |
OO0 e, |




Manual monkeys

AMT Web Ul
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The ugly thing - SOAP opera

Intel®Active Management Technology

System Stalus
Hardware Information
System
Pracessor
IMemory
Disk
Battery
EveniLog
Remote Control
Power Policies
Hetwork Setiings
Wireless Settings
User Accounts

"csk” casek@uberwall.org

Remote Control

Power state: On
Send a command to this computer:

@ Turn power off*
O Cycle power off and on*
O Resett

Normal boot
Boot from local CD/DVD drive
Boot from local hard drive

“Cawtion: These commands may cause user application data loss.

Send Command |

= E E =
Dec 10th-12th, 2013
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Manual monkeys

AMT Redirection service
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A bit more on IDE-R & SolL

Shortly

Obvious use
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Scanning bonus - RMCP

DMTEF, Distributed Management Task Force, is a not-for-profit association
of industry members dedicated to promoting enterprise and systems
management and interoperability.

The Desktop and Mobile Architecture for System Hardware, DASH,
implementation requirements (DSP 0232) specifies that a DASH-compliant
platform should respond to a Remote Management and Control Protocol
(RMCP) ping with an indication that the platform supports DASH.

The ping message format and response are defined in the Alert Standard
Format (ASF) Specification. Starting with Release 4.0, Intel AMT
responds to an RMCP ping.




RMCP

Why do we care about RMCP " ping"
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RMCP

Network footprint, remember the slides before?

Sounds a lot of fun, RCMP " ASF" messages types

.
" esk™ casek@uberwall'org  (V00d00 Oxfdd) Intel AMT /ME Dec10th-12th, 2013 27°/°38



Hardware - Architechture

Graphics & Memory

CPU Controller Hub | | DDR2
Software Agents Micro-Controller . _ — ] t—.lkl |.-.1 r E:p r E
" I , mov fp. sp
/0 Controller Hub LAN Controller j 1 =ta E'3
Wired Wireless

7 mov sp, Fp
eonlpmenll 1l 10, [sp, 6]
e 1d 1, [sp 17]

Embeded ARC4 micro-controller

Located in chipset's graphics and memory controler hub (vpro MCH)
Management Engine's (ME) firmware into Flash (same as BIOS's)
Protected memory space accesible even in S3 state

Directly connected to the NIC




Hardware - ARC4

[http://en.wikipedia.org/wiki/ARC_International]
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Hardware - ARC4

In short

Coding for ARC4
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Hardware - chipsets

Version | South Bridge | Chipset
1.0 | ICH7 Intel 82573LM /LC
2.0 | ICHS8 Intel Q963/Q965
2.5 | ICH8M Intel GM965/PM965
3.0 | ICH9 Intel Q35
4.0 | ICHOM Intel GM45 or 47/PM45
4.1 | ICHOM Intel GM45
5.0 | ICH10 Intel Q45
6.0 | PCHM Calpella, Piketon
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Hardware - desktops and notebooks

D | Intel Q965 Expres
D f

N |

N | Lenovo T400,T500

N | Lenovo W700

N | Lenovo X61, X618
S (Y
S TS —

| was just interested by Lenovo's, but have a look at Vassilios's paper for:
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Brand /Model

Chipset

L
Bonus Hardware - POS

Version

Fujitsu TeamPoS 3624

Intel Q35 Express

3.2

Fujitsu TeamPoS

Intel Q35 Express

3.2

NCR RealPOS 70XRT

Intel GM45 Express

4.1

NCR SelfServ 60

Intel GM45 Express

4.1

NCR RealPOS 80XRT

Intel Q965 Express

2.2

NCR SelfServ Checkout

Intel Q965 Express

2.2

NCR SelfServ 22,25,26,32,34,38

Intel Q965 Express

2.2

Radiant P1760

Intel GME965 Express

2.6

Radiant P1560

Intel GME965 Express

2.6

Wincor Nixdorf Beetle /S-II plus

Intel Q35 Express

3.2
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Something scary from Intel’s doc

Intel provides an interface for updating the Intel Management Engine
(ME) firmware.

A firmware image is sent to the ME using either the Intel ME
Interface (MEI) or via HTTP, replacing the original firmware image.
The Firmware Update interface is used only by OEMs via
Intel-supplied tools and is not intended for use in ISV applications.
The HTTP interface for sending the firmware image, and the
WS-Management interface for retrieving the firmware update status
are enabled only for local access.

This feature was removed from Intel AMT starting with Release 7.0.

The Firmware Update realm is deprecated in Release 7.0 and will be
removed in a future release.
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Thx Lenovo - Remote WMI BIOS management

" csk”

Item name

Selection name

Load default?

Supported products

WTdFeature

"Enable", "Disablke"

N

R400, RS00, T400,
T500, WS00, X200,
%2005, X200 Tablet,
%301, W700, W01,
W700ds, T400s, X201,
X201s, T410, T410s,
T510, W510, Ta20,
T420i, T420s, T420si,
T590, T520i, W520,
X290, X290, X220
Tablet, X220i Tablet

AMTCantrol

casek@uberwall.org (V00d0O Oxfdd)

"Enable", "Disablk"

Intel AMT/ME

R400, RS00, T400,
T500, WS00, X200,
X200s, X200 Tablet,
%301, W700, W71,
W700ds, T400s, X201,
X201s, T410, T410s,
T510, W510

T490, T420i, T420s,
T420si, T520, T520i,
W520, X290, X220i,
%220 Tablet, X220i

, 2013
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Integration with OSs

ME

Intel® AMT
Application

|
SOAP
HTTP
LS
TCPIIP

—

ME
HeCH | | AN
Driver

|
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First steps

Maintaining access
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Conclusions?

Still many things to look into
AMT's internals
Other methods to access/update (remotely?)
Obviously developing reliable code for it
Many unexplored/undocumented features
AMT /OS communication and interaction
Good points for Intel

Very well documented, at least for the basics
SDK, DTK and AMT emulator are freely downloadable
From our perspective
Obviously a wet dream for backdoor/malware
Would it be more reliable than SMM?
How much compmanies are now deploying it (mass takeover?)
More third parties using it means more vulnerability?
LARGE fuzzable surface, probably funny things to find



